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‘Team Sherlock began th scenario with one clue: the leaked

With access to the kind of metadata that has been retained and made available to Australian government agencies for the past year, the team of three primary school students were then able o track down the mock corporate whi

http://www.abc.net.au/triplej/programs/hack/how-...

istieblower in two hours.

‘They were part of a ‘cyber fox hunt co-hosted by University of Melbourne to explore how Australa’s 2015 metadata laws affect our privacy. I the scenario, twelve a
—_—

Hunting the snitch

Supplied

. internet.

a Al but one team tracked down the Home address of the whistleblower, and the winning team took Just one hou:

ry phone cal you make, text message you send and om
2 Racing NSW and the Tax Services C: i

Since October 2015, potentially eve ail you though

by
have asked the AFP 1o search your metadaia

Your metadata Includes the addressos of people you
12.year-old from Toam Sherlock, told Hack how hor team used the m
It was a lot easier than I expected,” she said.

“Basically what happened was we found the data that had

the ones use. We then found the TP addross they used with the Google searches and w

by asking the AFP awarrant, and they don't need to warn you. s just possible that sometime

have emailed, the numbers of people you have called, the time, date and duration of the communication, the location of your phone, and the postal and billng addresses of your mobile plan. Because this is intangible and abstract, i can be hard to grasp wht this means for your privacy, which is why Melbourne Universiy co-organised the ‘snitch hunt. Gen, a
toam etadata.

e linked the IP address to their email. Wo used the email o find their phone number and their addross.”

Dr Suelette Dreyfus, a Melbourne Uni technalogy researcher and privacy expert who helped organise the 'snitch hunt”at the weekend, said she was "shacked, surprised and slig by how

It illustrates this data s casy to get - agencies don't need to have  warrant,” she sald.
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You L try and find Or road below for a

Searching the motadata database.
Supplied: Snitch Hunt

Step One: Search Google for suspicious searches

what peaple would have searched for in the scenario, but they are of the same kinds of searches)

information to an

employee at Minecorp' “MineWatch'. You are a police data analyst who s tod to identify and “May I remind you
You can sift through four sets of information.

One set s a search query Iog that represents Information that would be held by Gaogle and other search engines about what their users have searched for

search_query="minewatch*

* your boss tells you.

© last2years

logstash-google_query_log-*

December 12th 2014, 14:52:26.2

Selected Fields

Available Fields

Count

Popular

search_query

4-0

source._ip_address

18 - December 12th 2016, 14:52:26.218 — by week

| ‘ |
-01-0 -04-0

2016-10-01

2016-07-01

user_id @timestamp per week
@timestamp ~
@version Time _source
- » November 26th 2016, 18:20:40.000  gearch_guery: 1 November 26th 2016, 18:20:40.000 user_id: 4fd0809e-252c-4e6f-bbf9-55eea3e7b8cl full_name: -
Index username: - email: - address: - job_title: - company name: - source_ip sddress: 1394251613154 source tcp port: 55687 user_agent: Mozil
_score 1a/5.0 (windows; U; Windows 98) Applewebkit/535.33.4 (KHTML, like Gecko) Version/4.0 safari/535.33.4 _id: AVjUDANbMAOCHXL39xaD _type: logs _index:
_type gstash-google_query_l0g-2016.11 _score:
address

» November 7th 2016, search_query: newspaper 1 November 7th 2016, 10:20:23.000 user_id: 02574024-5ad6-4eae-af43-4cf2c8b06672

company_name

full name: - username: devinmosley email:
email -
source_tep_port:
full_name
tash-google_query_log-2016.11 _score:
job_title
souroa_fop_port » November 7th 2016, 09:56:40.000 oG ) pap 1

devinmosley@gmail.con address:

7532 user_agent: Opera/8.73.(windows 95; s1-SI) Presto/2.9.174 Version/11.00

- job_title: - company mame: - source_ip address: 62.222.216.148

_id: AVjUDBBMMAOChXL39zDz _type: logs _index: logs

02574024-5a46-4eae-af43-4cf2c8b06672

user_agent full name: - username: devinmosley emails

username source_tcp_port:

stash-google_query_10g-2016.11 _score:

October 16th 2016, 10:03:07.000 TEYSeRETT 1

devinmosley@gmail.con address:

52580 user_agemt: Opera/8.73.(Windows 95; s1-SI) Presto/2.9.174 Version/11.00 _id: AVjubB9aMAOChXI

November 7th 2016, 09:56:40.000 user_id:

- job_title: - company name: - source ip address: 126.121.162.23

https:/[calendar.google.com/calendar/render?
tab=mc&pli=1#main_7

newspaper

full name: - username: - email: - address:

user_agent: Opera/8.16.(Windows NT 6.1; it-IT) Presto/2.9.175 Version/11.00 _id: AVjUbBCTMAOChXL39ywl

0g-2016.10

_score:

October 7th 2016, 11:47:10.000

search_query:

October 16th 2016, 10:03:07.000 user_id: 85c7fb9a-c954-4db9-bdcc-5d73e19242b1
15184

- job_title: - company mame: - source_ip_address: 187.108.67.61 source_tcp port:

_type: logs _index: logstash-google_query_1

October 7th 2016, 11:47:

6982ffa3-1bcc-4f05-8b35-f4aefb2793e6 £ull_name:
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Search query metadata.

HackforPrivacy: Robin Dokerty

You can find the IP addross of anyone who g “Anna Dupont” (the name-
“Through a combination of searches you can narrow it down to a fow likely TP addressos.

Step Two: Link the IP address with an email address

Once you have the TP, you can also search the database for what emal address has been using that IP.

=
I klbana Discover  Visualize  Dashboard  Settings

source_ip_address=40.37.47.243
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@ Last2years

e @

logstash-email_metadata_log-*

marvel-es-1-* December 12th 2014, 14:50:51.172 - December 12th 2016, 14:50:51.172 — by week

logstash-google_query_log-*

4,184 hits

<
logstash-phone_metadata_log-*
200
logstash-phone_subscriber_info-* £
3
o © 100
Selected Fields |
20150101 20150701 2016-01-01 2016-07-01 6-10-01
Available Fields a @timestamp per week
~
Popular
Time _source
email_recipient
oo o » December 10th 2016, 09:26:16.000 gource_ip_address: 40.37.47.243 G@version: 1 @timestamp: December 10th 2016, 09:26:16.000 source_tcp_port: 10310 email_sender: taylor86@smalllak
Cr—rm @.com.au email_recipient: michaeldavis@delgado.org.au email subject: Susan B. Russell size: 5,343 _id: AVjUJAEJMAOChXL3-Oto _type: logs _index:
stash-email_metadata_10g-2016.12 _score:
@version
id
» December 10th 2016, 08:16:39.000  gource_ip address: 40.37.47.243 eversion: 1 @timestamp: December 10th 2016, 08:16:39.000 source_tcp_port: 61147 email sender: daniellemunoz@smal
de . eran . . . .
S 1lake.com.au email_recipient: tinapruitt@rivas.net email subject: fixed OM estimate for 2000 & 1999 peakers size: 8,375 _id: AVjUCBSTMAOChXL3-Hni
LD _type: logs _index: logstash-email_metadata 10g-2016.12 _score:
_type
‘email_subject » December 10th 2016, 08:13:10.000 gource ip address: 40.37.47.243 @version: 1 @timestamp: December 10th 2016, 08:13:10.000 source_tcp_port: 36609 email sender: melvin69@smalllak
size e.com.au email recipient: dmoore@donovan.com.au email subject: Tim Hiezenrader size: 4,759 _id: AVjUCBWNMAOChXL3-HUD _type: logs _index: logsta
source_ip_address sh-email_metadata_log-2016.12 _score:
Quick Count @ (500 02:
» December 10th 2016, 07:02:55.000  gource_ip addre: 40.37.47.243 @version: 1 @timestamp: December 10th 2016, 07:02:55.000 source_tcp_port: 22215 email sender: rhondareynolds@sma

40.37.47.243 aa

source_tcp_port

117ake.com.au email _recipient: callahansheila@peterson-collins.edu.au email subject:

_id: AVJUC_VIMAOCHXL3-NRE _type: logs _index: logstash-email_metadata_l0g-2016.12 _score:

December 10th 2016, 06:47:43.000 40.37.47.243 @version: 1 @timestamp:

montoyamatthew@miller.com.au email subject:

source_ip_addre:

lake.com.au email_recipient:

UdAJ4MAOChXL3-04z _type: logs _index: logstash-email_metadata_log-2016.12 _score:

December 10th 2016, 06:47:34.000  gource ip address: 40.37.47.243 @version: 1 @timestamp:

Decenber 10th 2016, 06:47:43.000 source_tcp_port:
RE: Post Interview Meeting - Decision Making Meeting size:

December 10th 2016, 06:47:34.000 source_tcp_ports

Stan to meet w/GPG U.W. Solicitors-5C2 (G.Taylor) size: 4,706

27791 email_sender: martindenise@small
1,725 _idr Avj
30717 email_sender: kevind3@smalllake.

Email metadata
HackforPrivacy: Robin Doherty
Stop Three: Use email address to access address and phone number

Once you know the email, you can search the telcos' customer st or a phone number and the billing and postal address.

SIM card you
‘The email and phone metadata Iogs also contain information about who has emailed who, and who has phoned who, and when. a You

Photo 1D with an add

an email was sent from the address to ‘anna@minewatch,org.au'

| Discover - Kibana

C @ https://search.snitchhunt.xyz,

z
-
I klbana [ e e

"0430-043-994" =3 ()

@ Last30days

logstash-phone_metadata...” 612 hits

Selected Fields November 12th 2016, 16:43:30.340 - December 12th 2016, 16:43:30.340 — by 12 hours
dialled_number 20

subscriber_phone_number 15

duration
I ) II I II II IIIII I II I I I I II I II III
Available Fields a 0 . I I I I

2016-11-15 11:00 2016-11-19 11 2016-11-23 11:00 2016-11-27 11:00 2016-12-01 11:00 2016-12-05 11:00 2016-12-09 11:00

Count

@timestamp @timestamp per 12 hours

@version ~

d Time subscriber_phone_number dialled_number cell_tower_location duration

e > December 10th 2016, 10:34:39.000 0430-043-994 0099.2311 Meghan Circuit 2,067

_score

e > December 10th 2016, :43.000 0430-043-994 0318194531 Victoria Chase 2,932

subscriber_imel » December 10th 2016, 10:15:34.000 @430 - 043 - 994 07 2320 9388 Velazquez Ring 3,164
> December 10th 2016, 09:53:31.000 0430-043-994 (08) 9380 9927 Rachel Mall 803
> December 10th 2016, 122.000 0430-043-994 0747188039 Jermaine Parklands 3,535
> December 10th 2016, 09:33:39.000 0430-043-994 0417 639 504 Dennis Mews 3,067
»  December 10th 2016, 08:01:12.000 0430-043-994 0456 546 126 Steven Centre 1,800
»  December 10th 2016, 06:59:04.000 0430-043-994 0492 898 253 Williams Pocket 2,883
» December 10th 2016, 03:30:03.000 0430-043-994 2914-2955 Wyatt Mew 1,233

Phons metadata.
HackforPrivacy: Robin Dokerty

Step Four: Use phone number to get a recent location

“The phone record of “This i based on
You can use this to il be, and th he

Metadata isn': 94 p That's because most of us live according to routine. Once you pattern, it casy person il

“There's been research that's shown 2 »

“You go to your universiy class every Tuesday or you go to your ob every Monday morning “Those patterns bocome people. One study that was done looked at lion people. 1t were allyou

In a graphic llustration of how this works, the US's a denit their metad

People are killed on the basis their metadata fits pattern of a terrarist, “We know former head of the National Security Agency said We kill peaple based on metadata’” Dr Dreyfus said.

Step Five: Find out who else has contacted the journalist

por cent of peopl.
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ool you can interpret the metadata to understand 1 use this to-
In April, the AFP admitted 2 roporter's metadata without a hunt down b
‘The Suitch to that used by the AFP, Dr Dreyfus said.
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Graphing phone calls

Supplied

Gen, the 12-year-old from Team Sherlock, said it would be harder to find

It interesting how easy it is to find small pieces of data, and then linking them you can find out 5o much about a person.”

Hor brother, Mils, 10, said that it was fun and his team beat half the adults

“The Snitch Hunt is co-sponsored by partners Thoughiorks, CryptoParty Sydney; the Platypus Initative, Hack for Privacy, Blueprint for Free Speech, Digital Rights Watch and Electronic Frontiers Austraia
+ Author James Purtill
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Could your parents afford to help you buy a house?
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About Hack

Hack talks about the Stuff that matters to young Australans. In your foed 24/7, on your radio 5:30pm weekdays.

Listen Back

c
(Local and mobilo call costs)

SMS 0430 75 7555
(Usual SMS costs apply)

I you've ot tip off,  lead for a good story or a crackin'idea

Email Hack
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